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Abstract. In modern cryptography, information-theoretic security is
formalized by means of some probability (e.g., success probability of adver-
sary’s guessing) or some information-theoretic measure (e.g., Shannon en-
tropy), and the study on cryptographic protocols with information-theoretic
security is one of effective applications of the probability theory, statistics,
and information theory. In this paper, we study the blind authentication code
(BA-code), a kind of information-theoretically secure authentication proto-
cols, in which verifier’s secret keys are not required. For realizing it, we utilize
a unidirectional low-bandwidth auxiliary channel which is called a manual
channel. Specifically, in this paper we propose a model, a security definition,
and a construction of BA-codes in the manual channel model. Furthermore,
we consider BA-codes in other models, i.e., the noisy channel model and the
bounded storage model, in which no verifier’s secret key is required.

1. Introduction

1.1. Background and Related Works

In modern cryptography, there are two kinds of security settings, computational
security and information-theoretic security (ak.a. unconditional security). The
former is based on the assumption of difficulty of computationally hard problems
such as the integer factoring problem or the discrete logarithm problem in finite
fields or elliptic curves. On the other hand, in general, the latter is formalized
by means of some information-theoretic measure (e.g., Shannon entropy) or some
probability (e.g., success probability of adversary’s guessing), and it intends to
represent the security which is guaranteed against the adversary having unlimited
(i.e., infinite) computational resources. In particular, the security of information-
theoretically secure authentication protocols, which are dealt with in this paper, is
formalized and analyzed by success probability of the best strategy of adversary’s
attacks. In this sense, the study on cryptographic protocols with information-
theoretic security is one of effective applications of the probability theory, statistics,
and information theory.

The blind signature scheme is first introduced by Chaum [2]. Blind signature
schemes allow a user to obtain a valid signature for a message from a signer such
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that the message is kept secret for the signer. Therefore, it achieves to protect
user’s privacy, and can be used for electronic voting and electronic cash schemes.
In [10], Pointcheval and Stern proposed the first provably secure blind signature
schemes by assuming ideal hash functions, which is often called the random oracles.
Furthermore, Juels et al. [6] first proposed blind signature schemes without the
random oracles. In the information-theoretic security setting, Hara et al. [5] first
studied information-theoretically secure blind signature schemes.

On the other hand, Pinkas [9] first mentioned the idea of a blind message
authentication code (blind MAC), which is specific to the shared key (secret key)
setting, whereas blind signature schemes are specific to the public key setting. Hara
et al. [4] also proposed blind MAC in the information-theoretic security setting,
which is called the blind authentication code (BA-code for short). The model of BA-
codes is similar to that of information-theoretically secure blind signature schemes
[6] except that BA-~codes are designed such that only a single verifier can check the
validity of an authenticated message.

In {13], Vaudenay formalized a realistic communication model for message au-
thentication, in which the sender and the receiver having no shared secret are con-
nected by both a bidirectional insecure channel and a unidirectional low-bandwidth
auxiliary channel. The low-bandwidth auxiliary channel enables the sender to man-
ually authenticate one short string to the receiver. In the channel, the adversary
cannot modify the short string, however, he can still read it, delay it, and remove
it. In [8], Naor et al. formally showed that authentication codes (A-codes for short)
could be constructed in this model without any secret information. Thev refer to
the auxiliary channel as the manual channel, and to this communication model as
the manual channel model (MCM for short). In recent years, the MCM is becoming
popular in real-world scenarios, for example, in a scenario where a person connects
a new DVD playver to his home wireless network: Having him read a short string
on the display of the DVD player and type it on a PC’s keyboard constitutes a
manual authentication channel from the DVD player to the PC. This model is also
suited to connect the two devices in a wireless network such as Wireless USB and
Bluetooth.

1.2. OQOur Contribution

In information-theoretically secure cryptographic protocols including BA-codes
[4] and blind signature schemes [5], all entities enrolled in the protocols need to
have secret keys, in general. For realizing it, it is often assumed that there is a
trusted authority which generates secret keys of entities and securely distributes
the keys to corresponding entities. This model is often called a trusted initializer
model (TT model for short) [11]. However, the smaller the number of entities who
need secret keys in the protocol becomes, the more practical the cryptographic
protocol becomes, since generating and distributing secret keys in a secure way is
not an easy task in general. On the other hand, as mentioned above, we can realize
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A-codes without any shared sceret information (i.e.. without the presence of T1) in
the MCM.

The goal of this paper is to study BA-codes in which the number of entities who
need secret keys is less than that of the BA-codes in the TI model [4]. Specifically,
based on the idea of A-codes in the MCM, we study BA-codes in which a verifier
can check the validity of any authenticated message without his secret key by
using A-codes in the MCM. Since a verifier needs no secret key, it enables a user to
arbitrarily select a verifier diring the protocol, i.e., not necessary to determine a
verifier before the protocol starts. This property is useful in real-world applications.
For example, we consider electronic cash as application of BA-codes in the MCM.
In that case, the user is a customer, the signer is a bank, and a verifier is a store.
Then, a customer can select » store at any time in which he will use the clectronic
cash authenticated by the bank, and this situation is more convenient for customers
in the real world.

In this paper, we propose a model and a security definition of BA-codes in the
MCM. In addition, we provide a construction of BA-codes in the MCM, and we
show our construction satisfles our security definition. Furthermore, we consider
its extension: Based on the idea of our construction, we can obtain a generic
construction of BA-codes from any unconditionally secure commitment scheme
and any A-code with no secret keys in a certain model, i.e., A-codes in the manual
channel model (MCM), A-codes in the noisy channel model (NCM) {14], and A-
codes in the bounded storage model (BSM) [7].

The rest of this paper is organized as follows. In Section 2, we survey authen-
tication protocols with information-theoretic security: A-codes and BA-codes in
the TI model, A-codes in the MCM. In Section 3, we propose a model, a security
definition, and a construction of BA-codes in the MCM. Furthermore, we consider
several extension of our results. Finally, in Section 4, we give concluding remarks
of the paper.

2. Information-Theoretically Secure Authentication Protocols

In this section, we survey information-theoretically secure authentication pro-
tocols. In the following, we assume the trusted initializer model (TT model) [11]
for each protocol, if not otherwise mentioned.

2.1. Authentication Code
Authenticity (or integrity) is one of the fundamental and important crypto-
graphic functions. and authentication/signature schemes are usually used for pro-
viding this function. In particular, an authentication code (A-code for short) is the
traditional authentication scheme with information-theoretic security. The A-code
was originally proposed by Gilbert, McWilliams and Sloan [3], and later developed
by Simmons [12].
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In A-codes, there are three entities, a sender S, a receiver R and a trusted
initializer T1. A-codes are executed as follows. TT generates and distributes secret
keys on behalf of S and R. The sender S generates an authenticator for a message
by using his secret key. In the model of A-codes (and all authentication protocols
dealt with in this paper), a pair of messages and authenticators is regarded as an
authenticated message. Then. S sends the authenticated message to the receiver R
over an insecure channel. Then, R checks the validity of the authenticated message
by using his secret key. The formal model of A-codes is given as follows.

DEFINITION 1 (A-CODE). An authentication code (A-code for short) & in-
volves three entities, T1, S and R, and consists of a three-tuple of algorithms (Gen,
Auth, Ver) with three finite sets, M, & and E. where all of algorithms except Gen
are deterministic. ® is executed with three phases as follows.

- Notation.

— Entities: TI is a trusted initializer, S is a sender, and R is a receiver.

- Sets: M s a set of possible messages, ¥ is a set of possible authentica-
tors, and E is a set of possible secret keys.

— Algorithms: Gen is o key generation algorithm which takes a security
parameter as input and outputs secret keys for S and R. Auth: M x E —
¥ is an authentication algorithm and Ver: M x ¥ x E — {true, false}
is a verification algorithm.

1. Key Generation and Distribution by TI. T1 generates a secret keye € E
for S and R by using Gen. After distributing the key to 5 and R over secure
channels, respectively, TI deletes the key from his memory. Fach of S and R
keeps his owm secret key secrel.

2. Authenticator Generation. S generates an authenticator o =
Auth(m.e) € & for m € M by using his secret key e. Then, S sends the
authenticated message (m, o) to R over an insecure channel.

3. Verification. On receiving (m., o) from S, R checks the validity of (m,o) by
using his secret key e. More precisely, if Ver(e,(m, o)) = true then R accepts
(m, o) as valid, and rejects it otherwise.

In the above definition, we require correctness, i.e., for all possible e € £ and
m € M, it holds that Ver(e, (m, Auth(m,e))) = true.

In A-codes, for simplicity we assume the one-time model where it is allowed for
the sender to generate an authenticator and to transmit an authenticated message
only once; and the receiver is allowed to verify an authenticated message at most
one time.
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The security of A-codes is defined as the security against the following two types
of attacks.

1) Impersonation attack: An adversary tries to impersonate the sender S by
inserting an authenticated message into the channel between S and R, and
he expects that it will be accepted as valid by R.

2) Substitution attack: An adversary tries to replace an authenticated message
generated by S with a fraudulent authenticated message, and he expects that
it will be accepted as valid by R.

In the impersonation attack, the computationally unbounded adversary selects
a message with his best strategy such that the probability that it is accepted as
valid by R becomes to be maximum; and in the substitution attack, the compu-
tationally unbounded adversary selects a fraudulent authenticated message with
his best strategy such that it is accepted as valid by R becomes to be maximum.
Therefore, the security formalization is given in such a way that the success proba-
bility that R accepts a fraudulent authenticated message created by the adversary
is small enough. More precisely, the security of A-codes is formally given as follows.

DEFINITION 2 (SECURITY). Let ® be an A-code. Then, ® is said to be e-
secure, if max{Ps 1, Py s} <€, where Py 1 and Ps g are defined as follows.

1) Impersonation attack: The adversary tries to generate a fraudulent au-
thenticated message (m, o) that will be accepted by the receiver R. The success
probability of this attack denoted by Pg r is defined as

Py 1 := max Pr(R accepts (m,0)),

(m,o

where the the probability is over random choices of Gen, and the mazimum
is taken over all possible authenticated messages (m.o) € M x L.

N

Substitution attack: The adversary can observe a transmitted authenticated
message (m, o) which is correctly generated by the sender S, and then tries to
generate o fraudulent authenticated message (m',o’) with (m/,0') # (m,0)

that will be accepted by the receiver R. The success probability of this attack
denoted by Py g is defined as

Pp g := max max Pr(R accepts (m',c’) | (m,0)),
’ (m,o) (m/,c")#(m,o)
where the probability is over random choices of Gen, and the mazimum 1s
taken over all possible authenticated messages (m, o), (m/,¢’) € M x ¥ with

(m,o) £ (m, o).
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It is well known that we can construct an A-code by using algebraic structures
. g alg
as follows.

1. Gen. For a security parameter 1#, it selects a prime power ¢ with bit length
1 and constructs the finite field with g elements, and it is denoted by GF(q).
Then, it chooses a and b, uniformly at random from GF(q). Then, it outputs
e := {a,b). Tn the following, we assume that all elements are encoded as
elements in GF(q).

2. Auth. For a message m and a sender’s secret key e, it computes ¢ := am+b,
and then outputs the authenticator o.

Ver. For an authenticator ¢ and a receiver’s secret key e, it outputs frue if
o = am + b holds, and otherwise outputs false.

S

In the above construction, it is easily seen that, for all possible e € E and
m € M, Ver(e, (m, Auth(m,e))) = true. The security of the above construction
follows from the following proposition.

PROPOSITION 3. The above construction of A-codes is %—sec'u,.r'e.

2.2. Authentication Code in the Manual Channel Model

Information-theoretically secure cryptographic protocols such as A-codes usu-
ally require secret information held by all entities enrolled in the protocols. By
assuming the manual channel, Naor et al. [8] showed that A-codes could be con-
structed without any secret information. The manual channel is a unidirectional
low-bandwidth auxiliary channel, and only a very short message can be authenti-
colly transmitted by the channel. In other words, the adversary cannot insert or
modify a short string over the manual channel, however, he may still read it, delay
it, or remove it in the manual channel. The manual channel model (MCM for short)
8] assumes that there are bidirectional insecure channels between a sender and a
receiver and only one manual channel from the sender to the receiver. Formally,
the model of A-codes in the MCM is defined as follows.

DEFINITION 4 (A-CODE IN THE MCM). A k-round authentication code in
the manual channel model (k-round A-code in the MCM)  involves two entities, S
and R, and consists of a two-tuple of algorithms (Awuth, Ver) with four finite sets,
M, T, Y and &, where all of algorithms are deterministic. 2 is executed with two
phases as follows.

— Notation.

— Entities: S is a sender, and R is a receiver.
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— Sets: M is a set of possible messages, ¥ is a set of possible authen-
ticators, 1" is a set of possible tags, and ¥ is a set of possible short
strings.

— Algorithms: Auth: T x ¥ — ¥ is an authentication algorithm, and Ver:
Y x ¥ — {true, false} is a verification algorithm.

1. Authenticator Generation. The protocol between a sender S and a re-
ceiver R consists of (k — 1)-round interactive communications over insecure
channels and ounly one communication from S to R over a manual channel.
In the first round. S sends a message m, an authenticator oy and a tag t;
to R over the insecure channel; R sends only a tag ¢} to S over the insecure
channel. Then, both of 5 and R create an authenticator oy 1= Auth(ty, o1).
After this, in the i-th round for odd 4, S sends only a tag ¢; to R over the
insecure channel; R sends only a tag t; to S over the insecure channel. And
in the j-th round for even j, R sends only a tag ¢; to S over the insecure
channel; S sends only a tag t;- to R over the insecure channel. Then, both
of § and R inductively create an authenticator o;41 := Auth(t;, o;) for every
2 < i < k—1. Finally, after (k — 1)-round communications over the inse-
cure channels, in the £-th round S sends a short string s to R over a manual
channel.

2. Verification. R checks the validity of a message m by using an authenticator
ok and a short string s. More precisely, R accepts m as valid if and only if
Ver(oy, s) = true.

The security of A-codes in the MCM is given as follws.

DEFINITION 5 (SECURITY [8]). Let © be a k-round A-code in the MCM.
Then, € is said to be (n, A, k, €)-secure, if the following requirements are fulfiled,
where n is bit length of messages, A is the capacity of the manual channel, and ¢
is defined as follows.

1) Correctness. For any message m, if there is no interference by the adversary
in the protocol execution, the receiver accepts m with probability at least 1/2.
Furthermore, if the receiver R accepts m with probability 1, it is said that Q
meets perfect correctness.

Unconditional unforgeability. For any message m transmitted from the
sender, any computationally unbounded adversary cannot replace m with a
different message m’ which will be accepted by the receiver R with probability

[N}
~

larger than e.

In particular, if { meets perfect correctness, it is said to be perfectly (n, A, k,€)-
secure.
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Although the weak condition on correctness is considered in the above definition
(i.e., not necessarily perfect correctness), we note that we have always considered
perfect correctness in the traditional A-code. Therefore, we also consider A-codes in
the MCM which satisfy perfect correctness in this paper. In addition, we note that
the security of A-codes in the MCM is given as the security against the substitution
attack. and that of the impersonation attack is not considered. This is because the
impersonation attack cannot be successtul in principle, since there is a manual
channel from the sender S to the receiver R in the last transmission by which all
impersonation attack is detectable.

Next, we show a construction of A-codes in the MCM proposed in [8]. Here,
suppose that a universal hash function is given as follows: let £ be an odd integer,
and the universal hash function C, is defined by C,(m) = 21;:1 m;xt. In the
following, (u,v) denotes the concatenation of the strings v and v.

1. Authentication Algorithm, Auth. In the first round, the sender S sends
a message m to the receiver R, then R receives it as an authenticator mgp.

And, let an authenticator m(S) := m. Furthermore, S chooses a tag zgl) and

(1)

(1)
sends it to R; R receives 157, chooses a tag ¢ R" and sends it to S; S receives

2%1), and computes a authcn‘ncator m( 2 (A'(l) Cl* (m (})) + ’i(sl)); and R

computes an authenticator mP: <zR ,C, W (m ) (1)>_

After that, in the j-th round (2 < j <k — 1), S and R execute the protocol
as follows.

2(J)

- Ify 19 odd S chooses a tag z(]) and sends it to R; R receives ig’, chooses a

tag z /) and sends it to S; S receives z%,x, and computes a authenticator
= (%%),Cz<j>(rrzg)) (j)>: and R computes an authenticator
> = 6 Cypmi]) +),

— If j is even, R chooses a tag i ) and sends it to S; S receives 1}4 ‘, chooses

a tag 1(53) and sends 1‘( to R; R recelves zg”, and computes an authen-

ticator mgﬂ) <1q , G m( ) + z(])\ S computes an authenticator
mgﬂ“ = (ig ;) C"mxmj)) + LER])>

In the k-th round, S sends a short string m(sk) to R over the manual channel.

. . . . . k) .
2. Verification Algorithm, Ver. For an authenticator mfR/ and a short string

mg) , it outputs true if mw = m%ﬂ), and otherwise outputs false.

The security of the above construction is shown as follows.

ProrosITION 6 ([8]).  The above construction of A-codes in the MCM is
(n, \, k, €)-secure, where k > 3 is an odd integer, n is a positive interger, e € (0,1)
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is ¢ real number, and A = 2log % +210g(k’“1) n+O(1). Here, Iog(i) x 18 the function
obtained by repeating composition of logx i times.

2.3. Blind Authentication Code

We review the blind authentication code with information-theoretic security
(BA-code for short), which is an information-theoretically secure authentication
code with anonymity of messages, proposed by Hara et al. [4].

In BA-codes, there are four entities, a signer S, a user U, a verifier V, and a
trusted initializer TI, and we assume that V is honest in the model. BA-codes
are executed as follows. TI generates and distributes secret keys on behalf of S,
U and V. U selects a message, generates a blinded message of the message, and
then, he sends it to S. S generates an authenticator for the blinded message, and
sends it back to U. Then, U creates an authenticator for the original message from
the authenticator for the blinded message sent from S. In this model, a pair of the
message and the authenticator is regarded as an authenticated message. Then, U
checks the validity of the authenticated message. If the authenticated message is
valid, U sends it to V. Then, V checks the validity of the authenticated message.
The formal model of BA-codes is given as follows.

DeFINITION 7 (BA-cODE [4]). A blind authentication code (BA-code for
short) I involves four entities, TI, S, U and V, and consists of a siz-tuple of al-
gorithms (Gen, Blind, Sign, Unblind, UVer, VVer) with seven finite sets, M, M*,
Y, ¥*, Eg, Ey, and Ey, where all of algorithms except Gen are deterministic. 11
18 executed with siz phases as follows.

-~ Notation.

— FEntitics: TIis a trusted initializer, S is a signer, U is a user. and V is
a verifier.

~ Sets: M is a set of possible messages, M™* is a set of possible blinded
messages, & 18 a set of possible authenticators for messages, ¥* is a set
of possible authenticators for blinded messages, Eg is a set of possible
signer’s secret keys, Ey is a set of possible user’s secret keys, and Ey
18 a set of possible verifier’s secret keys.

- Algorithms: Gen is a key generation algorithm which takes a security
parameter as input and outputs secret keys for S, U and V. Blind: M x
Ey — M* is a blinding algorithm, Sign: M* x Eg — ¥* is a signing
algorithm, Unblind: ¥* x Eyp — % is an unblinding algorithm, UVer:
M x ¥ x Ey - {true, false} is a verification algorithm for the user,
VVer: M x %> x Ey — {true, false} is a verification algorithm for the
verifier.
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1. Key Generation and Distribution by TI. TI generates secret keys ¢, €
Es, e, € By, and e, € Ey for S, U, and V, respectively, by using Gen. After
distributing these secret keys over secure channels, respectively, TI deletes
them from his memory. S, U and V keep their secret keys secret, respectively.

2. Blinding. For a message m € M, U generotes a blinded message m* =
Blind(m, e,,) € M* by using his key e,. Then, U sends m* to S.

3. Authenticator Generation. On receiving m* from U, S generates an au-
thenticator o* .= Sign(m*,es) € 5* for m* by using his secret key e,. Then,
S sends o* to U.

4. Unblinding. On receiwving an authenticator o* of m* from S, U can create an
authenticator o := Unblind(c*,e,) € ¥ for the original message m by using
his secret key ey,. Then, (m, o) is regarded as an authenticated message.

v

Verification by U. On generating (m, o) from (m*,c*), U checks the valid-
ity of o for m by using his secret key e,. More precisely, if UVer(m,o,e,) =
true then U accepts (m,o) as valid, and rejects it otherwise. If {m, o) is
valid, (m, o) is regarded as a legal authenticated message, and U transmits
(m,o) to V.

6. Verification by V. On receiving (m,c) from U, V checks the validity of
(m, o) by using his secret key e,. More precisely, if VVer(m,o,e,) = true
then V accepts (m, o) as valid, and rejects it otherwise.

In the above definition, we require correctness of BA-codes, i.e., for all possible
ew € By, €. € Eg, e, € By and m € M, it holds that

UVer(m, Unblind(Sign(Blind(m, e,), es), eu), €,) = true,
VVer(m, Unblind(Sign(Blind(m, ey ), ¢s), €y), €») = true.

As in [4], we consider a one-time model of BA-codes where the signer is allowed
to generate and transmit an authenticated message only once, and each of the user
and the verifier is allowed to verify an authenticated message only once.

Next, we explain the security definition of BA-codes.

DEFINITION 8 (SECURITY [4]). Let IT be a BA-code. Then, II is said to
be e-secure, if max(Py p, Piup, Pns) < €, where Py r, Pn.p, Png are defined as
follows.

1) Unconditional unforgeability. The notion of unconditional unforgeability
means that it is difficuit for a dishonest user U to succeed in impersonation or
substitution attacks by creating a fraudulent authenticated message. We de-
fine Pu,p as P p = max(Pr p,, Pr,rs ), where Py g, and Pr pg are success
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probabilities of impersonation and substitution attacks, respectively, defined
below.

1-1)

1-2)

In the impersonation attack, U tries to create a fraudulent authenticated
message that has not been legally generated by a signer S but will be
accepted by a verifier V. Success probability of the impersonation attack
1s defined by

P, p, = max max Pr(V accepts (m,0) | e,),
i €u (mad)

where the probability is over random choices of Gen, and the mazimum

1s taken over: all possible user’s keys e, € Ey;; and all possible authen-

ticated messages (m,o) € M x X.

In the substitution attack, after observing a valid authenticated message
created by S, U tries to create o fraudulent authenticated message that
will be accepted by a verifier V. Success probability of the substitution
attack is defined by

P ps :=max max max max
’ ew (m,o) (m*,0*) (m',0')#(m,0)

Pr(V accepts (m’,c') | ew, (m, o), (m*,c%)),

where the probability is over random choices of Gen, and the mazimum
18 taken over: all possible user’s keys e, € Ey; all possible authenticated
messages (m, o), (m/,o’) € MxZ with (m, o) # (m’,0"); and all possible
pairs of blinded messages and authenticators (m*, o*) € M* x ¥*.

2) Unconditional Undeniability. The notion of unconditional undeniability
means that 1t is difficult for o dishonest signer S to create an illegal authen-
licated message such that a user U will accept it, but a verifier V rejects il.
The success probability of this attack denoted by Pr p is defined as

3)

Pr p :=max max max
€s m*  (m,o)

Pr(U accepts (m,o) AV rejects (m, o) | eg,m").

Unconditional Blindness. The notion of unconditional blindness means
that it is difficult for a dishonest signer S to obtain information on the orig-
inal message from its blinded message. The success probability of this attack
denoted by P p s defined as

Pr,p = max max { Z | Pr(mles, m™) — Pr(m) |}.
€5 m meM
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A direct construction of BA-codes is given in {4]. and we describe it as follows.

1. Key Generation Algorithm, Gen: For a security parameter 1#, it se-
lects a prime power g with bit length 4. and constructs the finite field GF(q)
with ¢ elements. It also chooses a polynomial C,(z) := z + o by picking
«a € GF(q) uniformly at random. In addition, it chooses uniformly at ran-
dom a polynomial G(y,z) = 27_(TI_g0:j5"27 € GF(q)[y,z]. Tt also selects
Uy, Uy € GF(g) uniformly at random. Then, it outputs keys es := G(y, 2),
eu = (G(vy, 2), vy, Ca(2)) and e, := (G(vy, Cy{2)), vy). In the following, we
assume that all messages are encoded as elements in GF(g).

2. Blinding Algorithm, Blind: For a message m € GF(q) and e,, it com-
putes m* = (', (m)(=m + &), and then, outputs m*.

3. Signing Algorithm, Sign: For a blinded message m* € GF(¢) and e, it
computes S(y) := G(y, m*), and then outputs o* := 5(y).

4. Unblinding Algorithm, Unblind: Let ¢ := ¢*. Then it outputs o.

ot

. Verification Algorithm, U Ver: For an authenticated message (m, o) and
a user’s secret key ey, it outputs true if 5(v,) = G(vy, Co(m)) holds, and
otherwise outputs false.

6. Verification Algorithm, VVer: For an authenticated message (m, o) and
a verifier’s secret key e, it outputs true if 5(v,) = G(v,, C,(m)) holds, and
otherwise outputs false.

It is easily seen that the above construction of BA-codes meet the correctness
condition, i.e., for all possible e, € Ey, e, € Eg, e, € Eyy and m € M, it holds
that

UVer(m. Unblind(Sign{Blind(m, e, ). ¢5), €, ). €y) = true.
VVer(m,Unblind(Sign(Blind(m,e,), es), ), €y) = true.

Moreover, the security of the above counstruction follows from the following
proposition.

2

PROPOSITION 9 ((4]).  The above construction of BA-codes is =-secure.

{

3. Blind Authentication Code in the Manual Channel Model

In this section, we propose a BA-code in the MCM in which the number of
entities having secret keys is smaller than that of the BA-code [4]
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3.1. Model and Security Definition

We propose a model of information-theoretically secure BA-codes in the MCM.
Our model is similar to that of BA-codes [4], however, a verifier does not need to
have his secret key in our model. Therefore, it enables a user to arbitrarily select a
verifier during the protocol (i.e., a verifier is not necessarily determined in advance).
In addition, we assume that a signer does not perform the deniable attack, while
it is considered in the security of BA-codes in Section 2.3. The reason is explained
in Remark 12. Furthermore, we consider the one-time model of BA-codes in the
MCM as well as that of BA-codes. In the following. we propose a model and a
security definition of BA-codes in the MCM.

In BA-codes in the MCM, there are four entities, TI, S, U, and V, which are
the same as those in Definition 7. Informally, a BA-code in the MCM is executed
as follows. TT generates secret keys on behalf of S and U. After distributing these
secret keys to S and U over secure channels, respectively, TT deletes the keys from
his memory. Once being given a secret key from TI, for a message m, U generates
a blinded message m™* by using his secret key. Then, U sends m* to S over an
insecure channel. On receiving m* from U, S issues a receipt, and sends it back
to U over an insecure channel. On receiving the receipt from S, U can select a
verifier V, and he sends the message m and his secret key to V over an insecure
channel. On receiving m and a user’s secret key, V asks S to send his secret key
and the blinded message m* to V. On receiving a signer’s secret key and m* from
S by using an A-code in the MCM, V checks the validity of the message m by using
all information received from U and S. Thus, a BA-code in the MCM utilizes an
A-code in the MCM as a subprotocol.

Formally, we define a BA-code in the MCM as follows.

DEFINITION 10. A blind authentication code in the manual channel model
(BA-code in the MCM) ¥ involves four entities, TI, S, U and V, and consists of a
three-tuple of algorithms (Gen, Blind, Ver) with four finite sets, M, M*, Eg, and
Ey, where all algorithms except Gen are deterministic. W is executed with seven
phases as follows.

Notation.

- Entities: TI, S, U, and V are the same as those in Definition 7.
— Sets: M, M*, Eg, and Ey are the same as those in Definition 7.

- Algorithms: Gen is the same as that in Definition 7, Blind: M x Ey —
M~ is a blinding algorithm, Ver: M x M* x Ey x Eg — {true, false}
is o verification algorithm executed by V.

1. Key Generation and Distribution by TI. TI generates secret keys es €
Eg and e, € Ey for S and U, respectively, by using Gen. After distributing
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these secret keys to S and U over secure channels, respectively, TI deletes the
keys from his memory. S and U keep their secret keys secret, respectively.

2. Blinding. For a message m € M, the user U generates a blinded message
m™ = Blind(m,e,) € M™* by using his key ¢,,. Then, U sends m* to S.

3. Receipt Issue by S. On receiving m* from U, the signer S issues a receipt to
show that S has accepted the blinded message m*. Then, S sends the receipt
to U.

4. Selecting Verifier and Data Transmission. U can select a verifier V
(or a verifier V may be selected in advance), and U transmits m and e, to
the verifier V.

5. Transmission by the manual channel. On receiving m and e, from U,
the verifier V asks the signer S to send his secrel key es and the blinded
message m*. Then, S sends them to V by using an A-code in MCM.

6. Verification by V. On receiving e, and m™* from S, the verifier V verifies the
validity of m by using e, es, and m*. More precisely, if Ver(m, m*, e,, es) =
true, then V accepts m as wvalid, and rejects it otherwise.

In the above definition, we require the correctness condition, i.e., for all possible
ey, € Epr, ec € Eg and m € M, it holds that

Ver(m, Blind(m, e,,), ey, €5) = true.
Next, we define security of BA-codes in the MCM as follows.

DerINITION 11. Let ¥ be a BA-code in the MCM. Then, U 1is said
to be (n, A ke 6)-secure, if the underlying A-code in the MCM is an uncon-
ditionally perfectly secure (n, Ak, €)-authentication protocol and it holds that
max{ Py r, Py g} <&, where Py p and Py g are defined as follows.

1) Unconditional unforgeability. The notion of unconditional unforgeability
means that it is difficult for a dishonest user U to succeed in the substitution
attack by creating a fraudulent message m' for a valid message m. Success
probability of this attack is defined by

Py F:= max max max max
’ m om/FEm ey’ m*

Pr(Ver(m'.m*, e, es) = true | m, e,,m"),

where the probability is over random choices of Gen, and the mazimum is

taken over: all possible messages m,m' € M with m £ m’; and all possible
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user’s secret keys e,/ € Ey (it is not necessarily the case with e, # e,’, i.e.
ey, = e, 18 possible); and all possible blinded messages m* € M*.

2

2) Unconditional blindness. The notion of unconditional blindness is the
same as blindness in BA-codes. Success probability of this attack is defined
by

Py p = max max { Z [Pr(mles,m*) — Pr(m)|},
© ™ neM

where the probability is over random choices of Gen, the summation is over
all possible messages m € M, and the maximum is taken over: all possible
signer’s keys es € Eg; and all possible blinded messages m* € M*.

REMARK 12.  In our model, we do not consider the attack by a dishonest signer
agoinst unconditional undeniability in the security definition of BA-codes (see Def-
inition 8), since we cannot realize the security against this attack in principle, i.e.,
the setting of no verifier’s key makes it impossible that a BA-code meets uncondi-
tional undeniablity. Actually, if a signer is dishonest, he can control all information
which the user will send to a verifier. Therefore, the dishonest signer succeeds in
the attack against unconditional undeniability with probability one. From an aspect
of applications, there would be scveral situations that we can trust an authority
corresponding to the signer in the real world. Our scheme can be applied in such
situations.

In addition, in our model we do not consider the impersonation attack by a
dishonest user in the security definition of BA-codes (see Definition 8). The reason
is essentially the same as that in the A-code in the MCM.

Note that our model of BA-codes in the MCM is simpler than that of BA-codes
in the TI model in Section 2.3, since we have assumed that the signer does not
perform the deniable attack in our model: By the assumption, the user does not
need authenticators of a message and its corresponding blinded message to check
the validity of them: and our model of BA-codes in the MCM requires only the
three-tuple of algorithms, while the model of BA-codes in the TT model requires
the six-tuple of algorithms.

3.2. Construction
In this section, we propose a construction of BA-codes in the MCM. The idea
in our construction is to utilize the construction of commitment schemes [1]. Our
construction of algorithms is given as follows.

1. Key Generation Algorithm, Gen. For a security parameter 1#, it selects
a prime power g with bit length p, and constructs the finite field GF(q) with
q elements. Then, it chooses a, b, z; uniformly at random from GF(q) and
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puts y1 = axy +b. Then, it outputs e, = (¢,b) and es := (&, y1). In the
following, we assume that messages are encoded as elements in GF(q).

2. Blinding Algorithm, Blind. For a message m and a user’s secret key e,
it computes m* := m + a, then outputs the blinded message m*.

3. A-code in the MCM. In the phase of transmission by the manual channel,

the signer transmits a verifier (m*,es), where e; = (x1,41), by using the
perfectly (n, A, k, €)-secure A-code in the MCM with k& = 3 in [8] (see Section
2.2).

4. Verification Algorithm, Ver. For a message m, a user’s secret key e, =
(a,b), a signer’s secret key e, = (21, 1), and a blinded message m”*, it outputs
true, if it holds that

m" =m+a, 1)

(
(2)

Y1 = axy + b,

and otherwise outputs false.

It is easily seen that the above construction satisfies correctness, i.e., for all
possible e, € Ey, es € Es and m € M, it holds that

Ver{m,m”, e, es) = true.
The security of the above construction is shown as follows.

THEOREM 13.  The above construction is (n,A,3,¢,8)-secure, where n =
|3logg], A = (ZIOg% + log™ n}, €= Ql—;iﬁ and § = %.

ProOOF. In the phase of transmission by the manual channel, we have used the
perfectly (n, A, k, ¢)-secure A-code in the MCM with & = 3 in [8]. Hence, n, A, € are
evaluated as the statement of the theorem.

In the following, we will evaluate §. Our construction of BA-codes except for
the subprotocol of the A-code in the MCM is based on construction of the com-
mitment scheme in [1]. Furthermore, by construction, it is seen that the security
of concealing and binding in the commitment scheme corresponds to the security
of unconditional blindness and unconditional unforgeability of the BA-code, re-
spectively. First, we note that the construction of the commitment scheme in [1]
meets perfectly concealing, and hence we have Py p = 0 in our construction (see
[1, Theorem 4.1]). Second, we show Py p < é. This fact straightforwardly follows
fromn the security proof of binding in [1] (see [1, Theorem 4.2]). Thus, we have

max{Py r.Pyp} < : )

r
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3.3. Extension
3.3.1 Generic construction from commitment schemes

In our construction of BA-codes in the MCM, we have used the construction of the
commitment scheme in [1], since it meets good security condition, i.e., perfectly
concealing. However, by the construction in Section 3.2, it is straightforwardly seen
that any construction of commitment schemes can be applied in our construction,
instead of the one in [1]. Therefore, we can obtain a generic construction of BA-
codes in the MCM, starting from unconditionally secure commitment schemes and
A-codes in the MCM. In this case, the security proof can be shown in a very
similar way as that of Theorem 13, namely, the security of concealing and binding
in the underlying commitment scheme corresponds to the security of unconditional

blindness and unconditional unforgeability of the BA-code, respectively.

3.3.2 BA-codes in the noisy channel model and the bounded storage
model

In this paper, we focused on the manual channel model (MCM) to realize a mech-
anism of BA-codes where no verifier’s secret-key is required. The essential idea
in our scheme lies in utilizing the A-code between the signer and the verifier with
no shared secret in the phase of transmission by the manual channel in Definition
10. However, we note that, instead of using the A-code in the MCM in the phase,
it is also possible to use the A-code with no shared secrets in the noisy channel
model (NCM) [14] or the bounded storage model (BSM) [7]. Actually, by applying
the key agreement in the NCM (resp., BSM) and the traditional A-code, we can
construct the A-code in the NCM (resp., BSM). Therefore, we can also realize:

e BA-code in the noisy channel model (NCM); and

e BA-code in the the bounded storage model (BSM).

The proofs of security of the BA-code in the NCM and BSM can be shown by
essentially the same way as that of Theorem 13.

4. Concluding Remarks

In this paper, we proposed a formal model and security formalization for BA-
codes in the MCM. The advantage of our model over the traditional BA-codes [4]
is that a verifier does not have to hold a secret key and hence a user can arbitrarily
select a verifier during the protocol execution. In addition. we presented a con-
struction of BA-codes in the MCM. Furthermore, we considered several extension:
the BA-codes in the MCM could be constructed from any unconditionally secure
commitment scheme and A-code in the MCM in a generic way; and that the BA-
codes in the noisy channel model and the ones in the the bounded storage model
could also be obtained by using the similar idea in our construction.
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Although we proposed the construction of BA-codes in the MCM in this paper,

it is not shown what an optimal construction of BA-codes in the MCM is, where
the optimal construction means a construction satisfying the condition that the
size of secret keys of the user and the signer being minimized. Therefore, it would
be interesting to derive a tight lower bound on the size of the user’s and the signer’s

secret keys, and to show an optimal construction which meets the lower bound with
equality.
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