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Examination of Fraud Prevention Possibility
by Online Authentication Using Fingerprint Recognition System
Named JAMS (Josai Attendance Management System)

Takashi SHIDA ¢ Rumiko KURITA ¢ Osamu SUGIMOTO

Abstract

Due to the corona epidemic in 2020, the digitization and onlineization of society has been rapidly
progressing from the aspect of infection control. The Ministry of Education, Culture, Sports, Science
and Technology has decided to purchase learning terminals for each child and student in all courses of
compulsory education by 2023 as the ‘Global and Innovation Gateway for All’. This aims to promote
the realization of a new style school with an environment for high-speed, large-capacity communication
networks.

In addition, as indicated by the Ministry of Education, Culture, Sports, Science and Technology’s
“Guidelines of the Selection of University Admissions for the 4th year of Reiwa (announced on June
4, 2021), universities are required to utilize ICT for their entrance examination, from the perspective of
preventing the spread of new coronavirus infections.

Under such circumstances, the research teams of Osamu Sugimoto, Rumiko Kurita, and Takeshi
Shida of Josai University planned a project to build a learning environment for digitization and
onlineization, and obtained the subsidies for research equipment maintenance costs, etc. Using this
subsidy, a server was set up on campus, and complete the world’s first academia-owned FIDO 2 (Fast
Identity Online 2) authentication server.

The research team has built an operation system for digital class rooms with high possibility of
confidentiality by password authentication environment using FIDO 2 (Fast Identity Online 2) standard,
and named it JAMS (Josai Attendance Management System). This paper describes the examination of
possibility preventing fraud caused by spoof on online, with utilizing JAMS.

Keywords: online authentication, spoof, prevention of fraud, FIDO 2, Passwordless
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